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Safe Internet

Dear brothers and sisters!

Spiritual war about the souls runs everywhere and becomes more and
more important.

The Holy Mother is asking us to pray and make a penance, return to the
God and change our lives.

The evils is so strong now and use TV, the Internet, and all possibilities to

break our relationship with God.

| work in the IT area for a lot of years and | am scared of how we allow
him to affect our families, children, youth with pornography, and violent

content.
Please do your best to stop these sins against Jesus and his Holy Cross.
| try to explain here easily the device settings as much as possible.

The rest is on YOU! God bless YOU.

SLadistar
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Safe Internet

What is bad on the Internet?

There are some examples, what you can expect:

Pornography
Violent content

Evils people, who are following him and worship him by
different services, hoax, spreading fear and wickedness

Hackers, who want to still your data, Identity, photos, etc.

Companies with evil spirit and background cand contact you
and your kids

How we can protect ourselves?

First of all is important to consider if you have done something. If not,
please change it immediately.

How you can do it?

1. As a part of the technical protection is to set up home devices to allow
filtering and do not display pornography on your devices. It covers
routers as the main device, but also secondary connected devices as
computers, tablets, phones.

2. The recommendation for having control above your home network is to
set up an accounts you use at home as follows. Parents are
administrators on every device and children only standard users.

3. The recommendation for parents: Keep Admin passwords and do not
share it with kids. You are also able to set a time limit for accounts and
their connection to the internet.
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4. Check and manage everything with love

Settings of the Home Network and Wifi to filtrate internet
content

| am sure you have at home a router. It is a box you buy or rent from your
internet provider. It is connected with a cable to his environment. Through
this device are connected all other home devices, mostly with WIFI.

Sure, you can connect your device to the router with cable too directly.

To cover all devices is the usage of the router for filtering the best and the
easiest way, but it has also a disadvantage while your device is out of the
home network. Anyway, later on, you can combine all possibilities.

The down mentioned steps describe the DNS setting change of the router.
Unfortunately some of the routers do not allow make changes to DNS,
because of a pre-defined Internet provider.

How to change DNS settings

The easiest way how to filter bad content is to set up a router to use
external DNS IP addresses. The service is for free as a public service.

For sure, you can buy some SW for parental control, but it predicts your
technical knowledge and time to maintain settings. My proposal is one
option.

If you will find that router doesn‘t allow you to change DNS setting you
can do a workaround and setup every device in your home network
separately with the same DNS setting change. | will describe it later in
another section.
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Server Name and ,,Values“ you need to set up on the router
Firm: https://protectyoungeyes.com OROT
The CleanBrowsing Family-level DNS @ YOUNG EYES

The free service covers:

This filter blocks access to all adult, pornographic, and explicit sites. It
also blocks proxy and VPN domains that are used to bypass the filters.
Mixed content sites (like Reddit and Imgur) are also blocked. Google,
Bing, Yandex, DuckDuckGo, and YouTube are set to the Safe Mode!

In your router you need to set up the following IP addresses:

o 185.228.168.168
e 185.228.169.168

To check if you can change your router DNS, please follow
these steps.

Go for it ©



https://www.bezpecny-internet.sk/
https://protectyoungeyes.com/

Project ,,Safe Internet” https://www.bezpecny-internet.sk ,Keep from every form of evil.“ 1Sol 5:22

Router, DNS setting change, and check

1. First of all you need to find out credentials for an Administrator
account in the router. It is login name and password. Usually, you
can find it on the back (sticker) in your router (see picture below).

Username (meno): admin

Password (heslo): xxxxxx

This is a standard credential pre-defined and actual if somebody hasn‘t
changed that so far.

If you do not have any sticker at back of the router you can check your
router manual from the provider or directly asked him for Admin
credentials. He must provide it to you.

For Example: in red below you can see it. There is also an IP address for
router configuration (you will need later) plus its credentials.

TP-LINK® 3G/4G Wireless N Router
Model No.: TL-MR3220 m TR nu (TR
Power: 9V == (0.85A R0 "

Default Semngs/
PravEALELS 0 M 0
usernanmn aamin dress 647002FO0C9E

vord: admin -~

& I
FC @ R HS n » 71464398
C€1588 (D e
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Next step

2. Open any internet browser you use (IE, Edge, Chrome, Firefox..) and
write the IP address of your router (you find on the sticker).

| recommend doing this setting on a pc or notebook.

' New Tab

x_

X @ 192.168.1.1 w

Gmail Images

If you have no answer after entering, maybe the address of your router is
different. You can try some other IPs for

Example 792.768.0.7 alebo 792.168.2.1.

If you still cant open the routers interface please open a command line as
follows:

On your pc Start>Run>CMD> write command ,,jpconfig“
C:\Users\TML_Stan21WWS!>ipconfig

Windows IP Configuration

-

LAN adapter Wireless Network Connection 3:

ific DNS Suffix . : fr .box

IPvE

Tempor

Link-1

IPv4d Address.
Subnet Ma ..
Default Gateway .

Where Default Gateway= IP address of your router

If you found it, repeat step 2 above with the right IP address.

After navigating to the router interface you are asked to add credentials —
enter login name and password for the Admin account you found on the
sticker.



https://www.bezpecny-internet.sk/

Project ,,Safe Internet” https://www.bezpecny-internet.sk

,Keep from every form of evil.“ 1Sol 5:22

=101x]

-

¢ Comer )

Pofadované overenie

meno ateta a heslo pre hittp:/192.168.0.1. Spréva servera; “TP-LINK Wireless N
N

Zadaje
Router WR941

PouBivatel’ | admin

Hesh: [ eeees

(o ] _zw |

Cakh sana 192,168.0.1..

3. After this, you can see all settings available for your router.

It is necessary to find these DNS settings:
* Primary DNS
« Secondary DNS

Routers are different so you need to check on the left menu where it is.
For example, it can be under WAN sefttings or DHCP IP Configuration
Settings. Dont be afraid, you will find it ©. (see picture below).
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Status

Quick Setup

WAN Connection Type: Dynamic IP

- MAC Clone

LAN IP Address:

Wireless Subnet Mask:
DHCP Default Gateway:

Forwarding Renew l Release ]
Security
Parental Control MTU Size (in bytes): 1500  (The default is 1500, do not change unless necessary.)

Access Control

Advanced Routing Use These DNS Servers

Bandwidth Control Primary DNS:
IP & MAC Binding
Dynamic DNS

System Tools

Secondary DNS: | {Optional)

Host Name:

Get IP with Unicast DHCP (it is usually not required.)

556 x 533

4. If you have found the settings area for your DNS, please enter the
following values there:

Primary DNS:  185.228.168.168
Secondary DNS: 185.228.169.168

Mark Checkbox ,, Use these DNS servers® Click Save
changes!

See below-changed settings.
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TP-LINK

Status

“““ WAN Connection Type: Dynamic IP v| [iPatactal
- MAC Clone
_LAN IP Address:
Wireless Subnet Mask:
DHCP Default Gateway:
Forwarding Renaw [ Release j
Security
Parental Control MTU Size (in bytes): 1500  (The defauit is 1500, do not change unless necessary.)
Access Control
Advanced Routing v Use These DNS Servers
ﬁf:d:;fhai::: Primary DNS: 185728168168
Secondary DNS: {Optional)
Dynamic DNS 185.228.169.168
System Tools
Host Name: uzivatel

Get IP with Unicast DHCP (it is usually not required.)

556 x 533

Conclusion

If you were able to change this setting on the router, it is great!
Filtering is active now!

In case that fields for DNS are grey or already with some predefined IPs
you can‘t change them and you need to set up a home device
individually.

Go for it!
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What to do if you can not change the DNS setting on router?

The Router is the heart of your internet, where all devices going through
it out. If you can‘t make any changes inside, in reality, you can take your
kid‘s device and make a setup. The meaning of the DNS is the same as in
the router, but it must be done on network settings, WIFI, or IP address.
Lets have a look, what does it mean exactly and how to do it and where.

Setup of the individual devices

To be able to change settings on pc (or any device) you must use

an Administrator account. If you will do changes under another account
as Admin you will be asked by popup window to enter Admin credential
to confirm the change.

It means, please be prepared and have Admin account credentials. If you
use your kid‘s computer you can simply ask.

DNS Setting in computer with Windows 10

1. Login into PC with Admin account
2. Open Control Panel: see picture below > Search/enter ,,Control*

= Control Panel
9 : Q Aon rol Pane
PP —

Apps

| B Settings

Control Panel

10 | E@ HP Audio Control
1 E Intel® Graphics Control Panel =7 open

Run

[ HP Privacy Settings Recent

L e

11
| " Windows Administrative Tools 2 system
Search work and web = Region
| /O control - See work and web results > @ Power Options
12 Settings (6+)
Slide 11
n 2 control

Under Control Panel find ,,Network and Sharing Center®.
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From the left menu select and click on ,,Change adapter settings®.

In the ,Network connection* window you have all network connections
available on your computer. Red cross there means not active and not
connected in this case. As in the picture below, you can recognize the
enabled adapter, mostly the WIFI adapter and Ethernet (cable) one.

If you would like to set up a WIFI adapter and filtering (DNS change) on
this connection type, please click on it and select its ,,Properties”.

If your kids are connected directly with a cable, you must select ,,Ethernet
adapter” and change its settings accordingly.

<« v 4 EE > Control Panel > All Control Panel ltems > Network and Sharing Center ~ | O Search Control Panel
Change adapter settings 4 E-‘ < Ne.. » Netw.. v | O s
Change advanced sharing _
settings Organize » =+ [H o
Media streaming options L—. Bluetooth Network Connection = _| Ethernet
= Mot connected r _ Metwork cable unplugged
x Bluetooth Device (Personal Area ..~ 3§ '@‘ Realtek PCle GBE Family Controller
L—. vEthernet (Fthernet) L‘.' vEthernet (Fthemet) 2
"o Metwork cable unplugged T Enabled
K & Hyper-V Virtual Ethernet Adapter ... i Hyper-V Virtual Ethernet Adapter ...
L. vEthernet (WiFi) L. wEthernet (WiFi) 2
o> _ Metwork cable unplugged o> _ Enabled
K i Hyper-V Virtual Ethernet Adapter i Hyper-V Virtual Ethernet Adapter ...

_hl WiFi
T FRITZ!Box 6490 Cable
dﬂﬂ Intel(R) Wireless-AC 9560 160MHz

7 items

Seealso
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If you select WIFI adapter and its Properties >

A e 1 I_':-'l.ICI".' VITLUgnr L ennieL F'.LII:I'.ILEI ) I I;'-'.I'

"‘.. WiFi )

s FRITZ!Box £AG0 Cahle

dﬂ] Intel(R| @2 Disable

Connect / Disconnect
Status

Diagnose

E; Bridge Connections

Create Shortcut

o Delete -
® Rename

7 items 1 itermn

For filtering of the content, you must change the adapter DNS setting.
Click on TCP/IPv4 (Internet Protocol Version 4). In dialog, window popup

enter Preferred DNS server: 785.228.168. 768 and Alternate DNS server:
185.228.169. 168. Click “OK”.

! Wi-Fi — vlastnosti X Protokol TCP/IPv4 (Internet Protocol Version 4) — viastnosti
Set'  Zdelanie Vieobené  Alternativna konfiguraca
Pripojit’ pomocou Ak siet’ podporuje automatické priradenie nastavenia protokolu IP,
= mdZete toto nastavenie ziskat' automaticky. Ak nie, mali by ste o
@ intel(R) Dual Band Wireless-AC 7260

sprévne nastavenie poZiadat’ spravcu siete.

Konfigurovat' (®) Ziskat adresu IP automaticky

Toto pripojenie pouiiva tieto polozky:
v B8 Client for Microsoft Networks A
_D File and Printer Sharing for Microsoft Networks
¥ VitualBox NDIS6 Bridged Networking Driver
E]QOS Packet Scheduler
B Protokol TCP/IPvA (intemet Protocol Version 4) |

A Microsoft Network Adapter Multiplexor Protocol

(O Pouiit’ tiito adresu IP:

<

KK

: i Miomaok LLDE Prsjocol Dfesc ¥ (O Ziskat’ adresu servera DNS automaticky
>
- = (®) Pouiit tieto adresy serverov DNS:
Instalovat’. )dint it Mastnosti Preferovany server DNS: 185.228.168.168
Popis

Alt th yer DNS:
Protokol Transmission Control Protocol/Intemet Protocol RTINSV

Predvoleny protokol sieti WAN, ktory zabezpeéuje
komunikaciu medzi réznymi navzajom prepojenymi sietami

185.228.169.168-

Pri skonceni overit' nastavenie Spresnit...

oK Znst [Cox | znar



https://www.bezpecny-internet.sk/

Project ,,Safe Internet” https://www.bezpecny-internet.sk

Safe Internet

Setup check @)

,Keep from every form of evil.“ 1Sol 5:22

You can try to enter into the search box some words. The result of the

search is much different.

Internet unlimited

Google porno x i &

Www pomogrund. com = Transiate this page
Pornogrund.com: PORNO FILME XXX - KOSTENLOSE ...

tenioser Anaipomno.

www schooxy.com = Transiate this page

Www dInGtube com » de-a
Kostenlose Porno — Porn Tube @ DinoTube

osen Pomos . DinoTube, dle #1 X00¢-Sefte. Uber 10 Milllonen

= O pom a [

L I FLTER
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a
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8 61M views - 5 years sge
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AN Views - 5 months ag

Internet filtered

Go gIe porne X & Q

QA [ Videos [ Images & News @ Maps i More Settings  Tools

Your search - porne - did not match any documents.
Suggestions:

+ Make sure that all words are spelled correctly.
« Try different keywords.

« Try more general keywords.

« Try fewer keywords.

In order to show you the most relevant results, we have omitted seme entries very similar to
the 0 already displayed.
If you like, you can repeat the search with the omitted results included.
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(D YouTube pom Q -]
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FILTER
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